P
Message Logic
intelligent message archiving

Compliance/Supervision

Excellence in Data Protection and Recovery

Version 4.0



Contents

1- Setting POlICIES @NT GrOUPS .. ..ueiiiiiie ittt ettt e ettt e e e e et e e e e e e e e st b e e e e e e e e s ananbereeeeeeesananbeneeas 3
REEENTLION POLICY ..ottt ettt e e ettt e e e e ettt a e e e e ettt e e e e e eansannes 3
SUPEIVISION SET-UD OVEIVIEW ...ttt e e e e e e e e e e e e e 3
FINRA SOIMPIING ..ottt ettt e ettt e e ettt e e e e ettt e e e e e et teeaeeeenaannes 3
Adding Users/Compliance ReVIEWers t0 the SYSEEM ..........cccuueecueeecieesiieeieeeie et sie e e nsee e 4
ASSIGNING USEI ACCESS RIGATS.ccocoeee ettt ettt teaeaaaaeeseaaesesssasssnnssssnnnnnes 5
SettiNG UP COMPIIANCE GIOUDS......ccceeeeeeeeeeeeeeeeeeeee e e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeeaeaaaeaaaaaaaaaaaaaaens 6
Creating CompPliaNCe/SUPEIVISION TOUGS..........cccveeeeeiureeeeeieeeeeiiseeeeetseeeeeeeeeeetaeeeeesseeeeesssessessssesessseseeesseessans 7

2= PerfOrMING @ REVIBW ..ot e e e e e e e e e e e e e e e e e e e aaaaaa e 9
RV =1 -3 SUPPPPPPN 9
SUPEIVISION/COMPIIANCE REVIEW ........occceveeeeeiieeeeiieee e ete ettt ettt e ettt e e e tsae e e et e e e esaaeeeesseeeeasaesenans 10
LAV =2V L Lo B o ol A T=XX Yo [ L=y PPN 10

S O =T )i o= 2 =T o Yo o £ PP UUPPPRPPN 12

4-  Performing @ DISCOVEIY REQUEST......ccciiiii e 13

Note: This manual is a supplement for the Message Logic Users Manual and designed for
performing supervision and compliance.



1-Setting Policies and Groups

Retention Policy

Your retention policy defines the amount of time a message stays in your Message Logic system before it is
removed. Setting the policy is done by your systems administrator in the Message Logic ARA administration
settings and typically done during the initial set-up. If no policy is set, no messages will be removed. Before
starting you should check with your Administrator to verify the retention policy. Also note that if messages are put
on a legal hold the messages won’t be removed until the hold is released.

Supervision Set-up Overview

The system starts with all messages being supervised until you modify the policies. The first policy is to set the
sampling rate (typically 10%). Now only 10% of the messages are being supervised. The second adjustment is to
identify the users you want to supervise. If you are only using the system for supervision then 100% of the
messages will be supervised. However, if you have 1,000 employees and 200 of them need to be supervised, you
can upload the list of employees and only supervise that list and apply the sampling rate. The third level of
adjustment is if you have specific Reviewers assigned to specific employees. You could then separate them into
compliance groups. For example, if you have 3 reviewers you may set up Reviewer A with 100 employees,
Reviewer B with 50 and Reviewer C with 50. You would also have the Compliance Officer with all 200 in a list.

FINRA Sampling

This section allows you to adjust the sampling threshold for performing supervision of employees. This is required
by security trading laws. Setting : Policies Tab — Parameters Droplet — FINRA Sampling

The initial default setting is 10%. Changing the One-tenth sample threshold to 5 would result in 5%. The Intense
Sampling Threshold governs the Watched Addresses droplet on the left. There is no need to adjust this unless you
have specific requirements to manage users on a Watched List.

Recommendations: One you set your thresholds avoid changing them. Changes will only apply to future
messages.
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Adding Users/Compliance Reviewers to the System

You will need to add your Compliance Reviewers or other system users. Settings: Administration - Users

Search | Compliance | Litigation Hold | Favorites | Policies | Administration

== W aiting for a result? An hourglass appears on the top right of the dropbaox below {next to the ¥) while InBaoxer is working.

Home

Administration

Engine f===i
Sratist —
aisEes Yiew in a large dropzone to createfedit’delete E Q %
Meszage ==
Statistigcs = Full name Email Role Active Added Last login Del Edit A
) Alain Michel seant@inboxer cam Adrnin True 2010-04-22 14:00 2010-05-21 83 @
M?'“JW 08:02:22.53
Referees
BEW chuck@bewglobal. com Manager True  2010-04-20 16:33 Mewer 83 @
Mailboses .ﬂ
billpennaock ltesta@safecore. com Manager True 2010-04-20 16:43 Mewer 83 @ =
g el @ Bob Darabant bobdi@safecore. com Adrmin True  2010-02-26 10:12 HMever 83 @
Appliance
Service @ chameleon group zales tearn  adamour@inboxer. com Manager True 2010-03-12 06:00 Z2010-04-09 83 @ |
Contral 13:40:55.91
Scheduled Chung chungf@safecore. com Adrin True  2010-02-03 05:51 Mewver 83 @
Feports
Update Chuck Ingald cingold@safecare, carm Adrin True  2010-02-03 05:51 Mever 83 @
Appliance
davidallen davida@squaretres, corm Mamager True 2010-04-20 16:42 2010-04-20 83 @
Footprints & 16:54:34,04
ave Mugent dnugent@zafecore. com Adrnin True 2010-02-03 05:51 Mever 83 @
Lagged in &
Users | Eric Emarson semersoni@safecore com Adrnin True  2010-02-03 05:51 Mewer 83 @
r bt

(o]

Users: This display shows all of the users registered to the system. Including their names, email
addresses, roles, when they were added to the system and the last time they logged into the
system.
0 There is also Deleting, Editing and Adding functions described below, as well as a list
export.



Home | Search Compliance Litigation Hold Favorites Policies | Administration

= wiaiting for a result? An hourglass appears on the top right of the dropbox below (next to the ¥) while InBoxer is working,

Administration

. = BV &) 5
En_gln_e
SHises Wiew in a lar MNew User l @E %
vl Full name Name: | L added Lastlogin  Del Edit &
lain Michel e -04- : -05-
M:ilbox - Alain Miche Active: 2010-04-22 14:00 33}002:02512519 % @
R . ..
sleress BEW DBSCFIDtl0n=| | 2010-04-20 16:32 Hever 23 @
Mailboxes Role: |GUESt hd
billpennock 2010-04-20 16:43 Mever % @
_ Password: | |
Log T Bob Darabar - | | 2010-02-26 10112 Mever % @
ontirmn
appli
g:r:::e @ chamelean g Ernail: | | 2010-02-12 06:00 2010-04-09 % @ 3
Contral 13:40:55.91
Scheduled Chung 2010-02-03 05151 Mever % @
Reports
Updste @ Chuck Ingald cingald@safecore, com Adrnin True  2010-02-03 05:51 Mever % @
Appliance
davidallen davida@squaretres, com Manager True  2010-04-20 1&6:42 2010-04-20 % @
T Eﬂ 16:54: 34,04
Dave Hugent dnugent@safecare, carm Admin True 2010-0Z-03 05:51 Mever % @
Logged in
Users Eﬁ Eric Emarsan semerson@safecara, com Adrnin True  2010-02-03 05:51 HMever % @
W
Uszers & -
Solo A solo user is an employee who is given the right to log into the system access their archived
mail. As a solo user they will only see their own archived mail and no other features of the
system.
Guest A guest can access the system with very limited functionality
User Users will have access to all tabs with the exception of Policy and Administration. A Compliance
Reviewer is typically a User.
Manager A Manager has all of the rights of a User with the addition of access to set policy in the Policy
Tab. A Compliance Officer should be a Manager.
Admin An Admin has access to the entire system including the Admin Tab and Admin ARA.

Note: It is important to understand the full role of a person being assigned access rights and in some cases you
will want to create separate user credentials for one person. If a User is a Compliance Reviewer and is assigned
a group of addresses/employees to supervise, they will be restricted to only see that group when logged in with
their credentials. If they also want access as a solo user to see their own archived mail, you will need to create a
separate ID for them as a Solo user. This is done to distinguish an identify of every user in the system.

Assigning User Access Rights

In this section an Admin can further restrict a User or Manager to see only specific Tabs.
Setting: Admin— User Access
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Setting up Compliance Groups

If you go to the Policies Tab and Supervised Addresses you can establish Reviewer Groups with specific watched
addresses. In the example below you would upload a list of employee addresses, including email, IM or Bloomberg
to each of the Compliance Reviewers using the Green arrow at the end of the row. Once this is done; when they
do areview they will only see these addresses. For the Manager or Chief Compliance officer in this example you
would upload a complete list of all the addresses being reviewed by all of the Reviewers. TheManager/Chief
Compliance Officer would then see all of the employees being reviewed and could create a complete report.

Home | search | Compliance | Litigation Hold | Favorites |[JENIEFl  Aministration

= For helpful videos, click Help on the top right of the screen.
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Creating Compliance/Supervision Tags

% : At the top of every screen you will find this icon on the top right. To create a
compliance/supervision tag, click on the icon.

A screen like this will appear:

Message Tagging Wy Categories v ) 1-10/ 108 @
Date From To Subject + =
2001-05-03 15:06:00 jeff.skillimg@enron. carn ric@enran.corn +123 Stanford/MeKinzsey GLOBE Initia...
2001-05-023 15:06:00 jeff.skilling@enran, com rici@enron.cormn +123 Stanford/McKinzey GLOBE Initia...
2001-05-03 15:06:00 jeff.skilling@enron. carn rio@enran.com +123 Stanford/McKinsey GLOBE Initia...
2001-05-03 15:06:00 jeff.skillimg@enron. carn rtic@enran.corn +123 Stanford/MeKinzey GLOBE Initia...
2001-05-03 15:06:00 jeff.skilling@enron. carn rio@enran.com +123 Stanford/McKinsey GLOBE Initia...
2000-01-27 12:37:00 jeff.skillimg@enron. carn driu@enron. carn +500 Ale website

2000-01-27 12:37:00 jeff.skilling@enran, com dmu@enron,com +3500 Afh Webzite

2000-01-27 12:37:00 jeff.skilling@enron. carn drmu@enron.carm +500 Afd Website

2001-03-15 10:46:00 jeff.skillimg@enron. carn izc.hotline@enron. cormn Re: My "P" Number

2000-01-27 12:27:00 jeff.skilling@enron. carn dru@enron.carm +500 AfA Website

Copyright (2) 20062010, Safecors, e,

To create a set of tags for you to use in message Compliance/Supervision, Click on the + sign in the corner

+ =

Result: All Current Tags will pop up

My categuri
1. Click the plus sign to create a new tag.

Result: A new window will appear, allowing you to fill in information

Marne

Description
[JPublic Category

Hold messages that are marked:
es (rumber of yes measages)
[Ctaybe {nummber of maybe messages)

COMa [number of no messages)

2. Fillin a name and description

3. Check if you want it to be a public tag for anyone to use. If you don’t identify it as public, it will only be
available to you.

4. Check Yes, No, Maybe for messages that you want to put on hold. A hold will prevent a message from
deleting from the system at the end of its scheduled retention time

5. Click Update



Mame Project A

Description emails relevant to project A

Decide which messages you

[IPublic Category want to be held-all that are

Hold messages that are marked: tagged with a Yes, a No, ora
Maybe
Yes (number of yes messages)

CMaybe  (number of maybe messages)

Mo {mumber of no messages)

This example shows the tag as Project A. For Compliance or Supervision you may want to consider tags
such as Supervision — Reviewed or Supervision — Action Taken. Create as many tags as you will need and
keep in mind that you can apply multiple tags to a message.



2-Performing a Review

Supervise

Supervision is a requirement by the SEC and FINRA for financial firms. A percentage of emails (usually 10%)

processed each day need to be reviewed for compliance with language acceptable by the SEC or FINRA for all

financial trades.

The search droplets include the following:

Search droplet

Description

Random Sample Summary

This droplet performs a random sample of the
messages during the selected date range.

Sampled Receivers

Sampling of receivers

Sampled Senders

Sampling of senders

Supervise 10%

Random sampling of 10% of all messages which were
processed during the data range specified. This
includes Inbound, Outbound and Internal

Supervise 10% Inbound or Outbound

Random sample of 10% of only Inbound and
Outbound messages processed during the selected
data range. (excludes Internal messages)

Home | search |[JERRPTRISN Litigation Hold | Favorites | Policies | Administration |

Compliance HR Issues | Privacy | Email Use | Medical Content | Watch Lists | W Identity Theft
Random
Si:“m;al; Supervise 10% Inbound or Outbound HHEFED S LS
&
F=N|
RE;acr:iu\J:fs *T" View: | Recsnt El Search: I— @
From To Date Subject -
= newsletters@cnet.online.  lucretia@safecore.com 19/Nov/10 Helping you sell just in time for the holidays! =
ZZ:‘;;T: «T«r newsletters@cnet.online.  lucretia@safecore.com 19/Nov/10 Olympus BioScapes: Art living under the microscope
newslattars@cnet.online.  lucretia@safecore.com 19/Nov/10 Savings up to 60% on Consumer Elactronics
Supervise — newsletters@cnet.online.  lucretia@safecore.com 18/Nov/10 Black Ops shatters sales records: Kinect sells 1 million
10% *T’ newsletters@cnet.online.  lucretia@safecore.com 18/Nov/10 Get a 4.7-inch Magellan GPS for $63.99
) newsletters@ifunewslette lucretiz@safecore.com 17/Nov/10 Yahoo seeks its inner 'wow'
15;?;:;‘::"‘1 *T’ newsletters@cnet.online.  lucretia@safecore.com 17/Nov/10 Get a 50-inch plasma HDTV for $668 shipped
er Quthound nevslettersi@cnet.online. lucretia@safecore.com 17/Mowv/10 TSA plans changes to 'virtual strip searches'
newsletters@cnet.online.  lucretia@safecore.com 17/Nov/10 Google TV, Boxee, and cutting cable, oh my!
newsletters@ifenewslette lucretia@safecore.com  16/Nov/10 How to become a certified IT ninja
newsletters@ifwnewslette  lucretia@safecore.com 15/Nov/10 How to become a certified IT ninja
newsletters@cnet.online.  lucretia@safecore.com  15/Nov/10 Get a Virgin Mobile Prepaid 3G Modem for $78.54

Note: If you have established Groups of employees to be supervised by a Reviewer, they will only be able see

messages from those selected individuals based on the sampling rate. (Supervise 10%)




Supervision/Compliance Review

The example below uses the category of Supervise 10% Inbound or Outbound. Start by dragging the droplet from
the left column into the workspace. On the top right, set the date range. In this example the date range is the
month of March 2010.

Home | searcn | JIIUFTEIISN Litigation Hola | Favorites | Policies | Administration |

Compliance HRissues | Privacy | EmailUse | Medical Content |  Watch Lists |m Identity Theft
Randam

Sample

Summary %Ejﬁ!ﬁ[ﬁ(g%
Sampled i 5 h: Go

From To Date Subject -
= nevsletters @ifenevslette lucretiz@safecore.com 30/Mar/10 Ancther week of hacks, malware, and cyber crime T
g::;::l m newsletters@cnet.online. lucretia@safecore.com 29/Mar/10 Shootin' the moon
newsletters @ifvmewslette lucretia@safecore.com 23/Mar/10 The future belongs to the young and nimble
Supervise e newsletters@ifwnewslette lucretia@safecore.com 23/Mar/10 Apple gets iPad trademark just in time =
10% newsletters@cnet.online. lucretia@safecore.com 2%/Mar/10 HP Notebook, Desktop and Printer Spring Sale
) — nevsletters @ifrnevslette lucretiz@safecore.com 24/Mar/10 Your boss is watching your Facebook, Twitter activity
losglip;al::::lsuend navwsletters@ifenavslatte lucretia@safacore.com 20/Mar/10 Top 10 all-purpose laptops

or Outbound newsletters@cnet.cnline.  lucretia@safecore.com 18/Mar/10 Police cars then and now

newsletters@ifwnevslette lucretia@safecore.com 18/Mar/10 Widespread discontent persists with ERP

newsletters@cnet.online.  lucretiz@safecore.com  16/Mar/10 Microsoft modernizes Web ambitions with IES: CHET News

Review and Tag messages

Once you have your search completed you can review the messages and apply the compliance/supervision tags
that you created earlier (if you haven'’t, see Section 1 — Set-up).

a : This icon on the top of every screen is to Mark, Tag, or Annotate messages. After performing a search you
can then give messages a Tag.

Steps to tag messages
1. Click the tagging icon
Result: A new window will open showing the messages from your search.

Message Tagging |N1y Categories vl 1-10/ 108 @
Date From To Subject + =
2001-05-03 15:06:00 jeff.skilling@enron.carn thio@enron. corn +123 Stanford/MeKinzey GLOBE Initia...
2001-05-02 15:0&:00 jeff.zkilling@enran.com Hio@enron. corm +123 Stanford/McKinsey GLOBE Initia...
2001-05-03 15:06:00 jeff.skilling@enron.carn thio@enron.corn +123 Stanford/McKinsey GLOBE Initia...
2001-05-03 15:06:00 jeff.skilling@enron.carn rio@enron.corn +123 Stanford/McKinsey GLOBE Initia...
2001-05-0% 15:06:00 jeff.skilling@enron.cormn rio@enron.com +123 Stanford/McKinsey GLOBE Initia...
2000-01-27 12:37:00 jeff.skilling@enron. carn driu@enron. carn +500 AfA website

2000-01-27 12:37:00 jeff.skilling@enran.com dmu@enron,com +500 AfA Website

2000-01-27 12:37:00 jeff.skilling@enron.carmn dru@enron.carm +500 Afd Website

2001-03-15 10:46:00 jeff.skilling@enron.carn izc.hotline@enron. com Re: My "P" Nurmmber

2000-01-27 12:37:00 jeff.zkilling@enran.com dmu@enron,com +500 AfA Website

Copyrght o) 20062010, Safecon, fe.




2. Click on the + sign in the corner

Result: All of your Tags will appear. Both public and private tags will be available.

LLom

Lcom

LLom

LLom

LLom

My Categories
Subject
Another week of
Shootin® the moao

Apple gets iPad
HF Motebook, D

+ B)1-25/32[F
s N =
My categories

scatanzano.Compliance ﬁ
- Took Action

scatanzano.Compliance- .@
Reviewsd

scatanzano.Litigation
Hold & ﬁ

Your boss is watchina vour Fac._.

3. Select the Tags you want to use and apply. When you select a Tag, it creates a column. You can create

multiple columns to apply more than one tag on a message.

Result: In the example below 2 columns were created. One with a Tag of Compliance- Reviewed and one
with the Tag of Compliance — Took Action.

Message Tagging
Date

2010-12-01 19:33:23
2010-12-01 18:28:25
2010-11-30 14:45:43
2010-11-30 08:50:46
2010-11-29 19:22:03
2010-11-25 20:55:01
2010-11-25 17:16:26
2010-11-24 18:52:27
2010-11-24 21:44:48
2010-11-24 12:24:15
2010-11-24 20:53:42
2010-11-24 17:21:59
2010-11-23 18:35:34
2010-11-22 20:16:14
2010-11-23 15:06:42
2010-11-19 22:20:14

From

newsletters@ifwnewsletters....
newsletters@ifwnewsletters....

newsletters@ifwnewsletters....

newsletters@cnet_online.com

newsletters@cnet online.com

newsletters@ifwnewsletters

newsletters@cnet.online.com
newsletters@cnet.online.com
newsletters@cnet.online.com
newsletters@cnet online.com
newsletters@cnet online.com

newsletters@cnet online.com

newsletters@ifwnewsletters....
newsletters@ifwnewsletters....

newsletters@ifwnewsletters.....

newsletters@cnet online.com

To
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com
lucretia@safecore.com

lucretia@safecore.com

Subject

Tips for getting back on the r...
Don't underestimate tech exper...
WikiLeaks docs and Iran hack e...
Revenue growth and browser squ...
E-year console cycle: Game over?
InfoWorld's top 10 tech turkey.
ITC to probe Apple patent clai...
Boxee Box reviewed; Diary of a...
Acer's touch-screen blitz
Thanksgiving Savings up to 60%. ..
Which consale should you buy? .
At Cleantech Open, less is more
A silver lining to HP tech sup...
Windows at 25: Time to move out
Alternatives to Apple App Stor...

Helping you sell just in time ___

My Categories

II

i)

I\

i

II

I\

NN

+ E1-25/

- Took Action

4. You can now review and tag each message. By clicking each message you can open the message and
review it’s content including any attachment. You can then decide the action on each tag. For example,
with the Compliance- Reviewed Tag you can select any of the three options of Yes, Maybe or No the tag
applies. In most cases you would simply mark the messages with a Yes when the Tag applies. An example
is placing a Yes on every opened message to indentify that fact that it has been reviewed.

The three boxes

[T ]

—» VES
—» MAYBE
—» NO

are where you can designate a Yes, No, Maybe for each message



3-Creating Reports

|i

On the top right of all pages you will find this Reports icon.

To create a report, perform a search with the date range you need a report on. The results of the report will
export in an Excel File with these tabs:

Overview
Message Summary
Viewed Detail
Forwarded Detail
Decision Detail

=A =4 =4 -4 -4



4-Performing a Discovery Request

See Message Logic Users Manual, Chapter 3 and 4 for performing searches and discovery.



